IIpoxyparypa XauTel-MaHCHHCKOT0 ABTOHOMHOI0 OKPYyIra-
FOrpel pasbsicHseT:

«MoOIIeHHUKH CTAJIM 00MAHbIBATD JeTeil B Urpax»

B aBTOHOMHOM OKpyre 3aMKCHpPOBaHbI HEOJHOKpATHbIC (DAKTHI XUIICHUM
JEHEKHBIX CPEACTB TPAaXKAAH IyTeM OOMAaHA HECOBEPUICHHOJECTHHUX B
KOMIIBIOTEPHBIX 1 MOOWJIBHBIX UTPaX.

HecoBepiieHHOIETHIM OT HEYCTAHOBJICHHBIX JIMI] B OHJIaH urpax (Roblox,
Minecraft, CS:GO u ap.) moctynaroT COOOIIEHHS O BO3MOXKHOCTH TOJYYUTH
IpeUMyIIecTBa (BHYTPUUTPOBYIO BaJIOTY, KOJUIEKIIMOHHBIE MPEAMETHI, OOHYCHI B
pPa3BUTHHM TIEPCOHAXKA) TOCTE TMPEJOCTABICHUS JaHHBIX OaHKOBCKHUX KapT
poauTened M JOCTyna K NPUIOKEHHIO OaHKa WIM CMC — YBEIOMIICHHUSM OT
KPEINUTHBIX OpTraHU3aLUN.

B psane cnydaeB ais MOdydeHUsT HEOOXOJUMBIX CBEACHHM MPECTYNHUKH
yOe)1a HECOBEPILICHHOJETHUX MEPEXOIUTh HAa CAUTHI, CIEUUATBLHO CO3aHHbIE
JUISL XUILEHUS JIEHEKHBIX CPEJICTB.

[locne momydyeHuss HEOOXOAMMBIX JAHHBIX MOLIEHHUKH TOXHUIIAIH
HaXOJsAIMecs: Ha OAHKOBCKHUX CUETaX JIEHEXKHbIE CPEJCTRA.

[IpaBOOXpaHUTENBHBIMUA OpraHaMU HNPUHUMAKOTCS MEPBI 10 YCTAHOBJICHUIO
COBEPUIMBILINX MPECTYIUICHUS JULL.

B nmemax HeAOMyIIEHHMs COBEPLICHMS XUIIEHUM JEHEXKHBIX CpEICTB
NMPOKYpPaTypa aBTOHOMHOI'0 OKPYI'a peKOMEH/yeT POBECTH ¢ 1eTbMH Oeceay 0
0e3onmacHOCTH B ceTH «MHTEpPHET)» M HCKJIYHUTH J0CTYIl HECOBEPIICHHOJIECTHHUX
K CBeJCHHSIM, KOTOpPble MOIYT OBbITh MCIOJb30BAHBI /JIsI COBEpPIICHHUS
NPOTHBOINPABHLIX ACHCTBHH.

IIpoxkyparypa XanTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«BHuMaHMe: MOIIEHHUKH noa BUAOM yane.Hei/i!»

3/I0yMBIIUICHHUKA 3BOHSAT U TOBOPSAT, YTO HYXXHO «OOHOBUTH» WJIU
«JIOTIOJTHUTH» WH(OpPMAIMIO B 3JECKTPOHHOM XypHaJIe WX OOHOBUTH MPOHUIH
yuarierocs B cucteMe «Chepymm».

PeGenky wiam poauTeNto MPHUXOIUT CMC-KOJ, KOTOPBIH «IICEBIOYYHTEIb
IPOCUT COOOITUTD VISl «TIOATBEPKICHUS OIEPAITHH.

[TosiyunB KOJ, MOIIEHHUKHM BOCCTAHABIMBAIOT JIOCTYIl Ha MOpTaJe
«"ocycnyrn» ¥ mOIy4aroT IOCTYIl K IMYHOMY KaOMHETY ImopTaja.

ByabTe OauTEIbHBI M HAIOMUHANWTE 00 ITOM /IeTAM: HUKAKOH yYHTe/b
He MPOCUT CMC-KO0J 0T nmopraJja «l'ocycayru» wiu Apyrux oHJIaiH-CepBUCOB!

IIpoxkyparypa XanTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi



«Camo3anper Ha BbIAa4y KpeauTa (3aiima)»

®enepanbHbIM 3aK0OHOM OT 26.02.2024 Ne 31-D3 «O BHeCEHUU U3MEHEHUI B
OenepanbHblii  3aK0H  «O  KpeauTHBIX HUCTOpUsAX» U DenepanbHbIl  3aKOH
«O moTpedUuTeNbcKkoM KpeauTe (3aiime)» NmpexycMOTPeHo nmpaBo (pu3N4ecKoro
guna ¢ 1 mapra 2025 roga odopmurthb 3asiBjieHMEe O BHECEHHUH B CBOIO
KPeIUTHYI0 HMCTOPHUIO CBedeHU O 3ampere (iM00 CHATHM 3ampera) Ha
3aKJI0YeHHe ¢ HHUM JIOTOBOPOB MNOTPeOMTENLCKOro 3aiiMa (Kpeaura), 3a
HCKJIIOYEHHEM OTAeJbHbIX BHAOB KpeAUuTOB (HUINOTEKa, AaBTOKPEIMTHI,
o0pa3oBaTe/ibHbIC KPeINThI, MOralieHue 1eiiCTBYIOIINX 3aiiMOB).

Jiist yctaHoBieHUs (CHATHS 3anpeTa) Gu3ndecKkoe JUI0 BIpaBe OecIiaTHO B
Ar000e  KOJIMYECTBO pa3 IMoJaTh COOTBETCTBYIOLE 3asBJIEHHE BO  BCE
KBATM(PUITUPOBAHHBIE OIOpPO KPEOUTHBIX ucTOpuii dvepes MOPI[ wumum ¢
UCIOJIb30BaHMEM EMHOro noprajia rocyciyr.

MHOroQyHKIIMOHANBHBI LEHTP MPEAOCTaBICHUS TOCYJapCTBEHHBIX U
MYHUIIMIIAIBHBIX YCIyT 00si3aH OOECHeunuTh OKa3aHWE YCIYTH MO BHECEHHUIO B
KPEJIUTHYIO UCTOPHUIO CBEJACHUU O 3ampeTre (CHATUM 3ampera) mpu oOpaiieHuu
¢usnueckoro nuna B MOL co aHs A0paOOTKU U HACTPOUKH aBTOMATU3HPOBAHHOMN
UH(OPMAIMOHHOW CUCTEMBI, HO He To3aHee 1 cenTsaops 2025 roaa.

Nudopmanus o camo3anpere Wik 0 €ro CHATUU OyJIeT BHECEHA B KPEAUTHYIO
UCTOPUIO B TE€YEHUM [IHA, €CJIIM KPEIUTHOE OI0pO MOJYYWJIO COOTBETCTBYIOIEE
3asBiieHne 110 22 yacoB 00 MMHYT MO0 MOCKOBCKOMY BPEMEHHM, €CIIM MO3JIHEE — HA
CIICIYIOIINM KaJCHIAPHBIN JI€Hb.

3anper HA4YMHAET JACWCTBOBaTh HA CIEAYIOIIMN JI€Hb IOCJIE BKIIIOYEHHUS
uH(OPMAIMU O HEM B KPEIUTHYIO UCTOPUIO (PU3HUECKOTO JIUIIA.

CHsTHE 3ampera HAuyMHAEeT JCHCTBOBATH HAa BTOPOM KaJICHAApPHBINA JI€HBb
nocje BKIOYeHHs UH(pOpMalMy 0 HEM B KPEAUTHYIO HCTOPHUIO (PU3MUYECKOTO JIMIIA.

Ob6s13aTenbHOE ycnoBHe s oiaydeHus: yenyru — Hanuuue MHH. banku u
M®O g0 3akiaoueHHs JIOrOBopa JOJKHBI OyAyT 3ampocuTh Yy BCeX
KBUIM(PUIIUPOBAHHBIX KPEAUTHBIX OIOPO HMH(OpMALMI0O O HAJIMYMM 3ampera y
KJIIMEHTa Ha BblAauy KpeauToB. Eciam 3amper ycTaHOBIEH, TO KpeauTHas
opranu3anus win M®O nomxKHBI Oy IyT OTKa3aTh B yCIyTe.

IIpoxkyparypa XaHnTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi
«IMoanmucaH 3aK0H 0 00pb0Oe ¢ KNOePMOIIEHHUKAMM

®enepanbHbiM - 3akoHOM  oT  01.04.2025 Ne  41-®3  «O co3nanuu
rOCyJIapCTBEHHOM HH(pOPMAITMOHHOM CHUCTEMBI MIPOTUBOJICUCTBUS
IPABOHAPYIICHUSAM,  COBEPIIAEMBIM  C UCIOJIB30BAaHUEM  WH()OPMAITMOHHBIX
Y KOMMYHHKAIIMOHHBIX TEXHOJIOTUM, W O BHECEHUM W3MEHECHUN B OTICIbHbBIC
3aKoHOAATeNbHble akThl Poccuiickon @epepanuu» B paMkKax 00pbObI ¢
TeJIe(pOHHBIM MOIIEHHUY€CTBOM YCTAHABJIUBACTCS:



- camMo3ampeT Ha 3aKJIIOUEHHE JIOTOBOPOB 00 OKa3aHMM YCIOYyr CBsI3U O€3
JUYHOTO MIPUCYTCTBHSI;

- 3amper Ha nepegadyy SIM-kapt TpeTbuM JuuaM (KpoMe OJIM3KHX
POJICTBEHHUKOB);

- caMo3amnpeT Ha MEXIYyHApOJHbIE 3BOHKH, CIIaM - OO03BOHBI U PACCHUIKU;
- o0s3arenbHas MapKUPOBKAa BCEX HCXOASIIUX TeIE(POHHBIX BBI30BOB OT
OpraHU3aIUu.

CoTpyaHukamM rocopraHoB, OaHKOB, ONEPaTOpPOB CBS3M, LUQPPOBBIX
HKOCHCTEM 3aIMpenieHO 00IIAThCs ¢ TPaKJaHAMU U KJIMEHTaMU Yepe3 UHOCTPAHHbIE
MECCEHKEPHI.

B cdepe duHaHCOBOrO phIHKA, B YACTHOCTH, YXKECTOYAIOTCS TPEOOBAHUS K
UACHTUDUKAIIMN 3aEMITUKOB TMPU O(POPMIICHUU MHUKPO3aiMOB B 3JIEKTPOHHOU
dbopme.

Kpome Toro, ycranaBmuBaercs 0OsS3aHHOCTh KPEAMTHON OpraHu3aluu
10 OTPAaHUYEHUIO BBIJAYM HAJIWYHBIX JEHEXHBIX CPEJICTB C MUCIOJIb30BAHUEM
6ankomaToB Ha cymmy 110 100 ThIcsy pyOeit B MecsIl, ecJid B COOTBETCTBYIOII e
0aze MaHHBIX ecThb HH(OpPMALMSA O CIy4asAX U MONBITKAX OCYIIECTBJICHHUS
NepeBo0B I€HEeKHBIX CPeACTB 0e3 J0OPOBOJIBLHOIO COTJIACUS KJIHEHTA.

JIt060i1 yenoBeK CMOXKET HaA3HAYUTH CBOE JI0BEPEHHOe JHMIO0, K KOTOPOMY
KpeauTHasi opraHu3anus Oyaer odOpamarbes 32 NMOATBEPKIEHUEM OINepaluu
10 BblJIa4e HAJIUYHBIX UM 0OPMIIEHHI0 KPeaUuTA.

KpenuTtHbie opranusaiuu, BiaJieibleB arperaTopoB U ONepaTopoB 00s3aIu
NpenocTaBisATh ¢  ucnonb3oBanueM CMOB  cBeneHus, 3amnpaiivBaembie
onepatuBHuKamu 1 opranamu OCb.

3akoH BcTymnaeT B cuity ¢ 1 uroHs 2025 1., 32 UCKIIOUEHUEM TMOJIOKEHUM, JJIs
KOTOPBIX MPEAYCMOTPEHBI HHBIE CPOKH.

IIpokyparypa XanTbl-MaHCHIICKOr0 aBTOHOMHOT0 OKpyra-kOrpsl
«MoumeHHHYeCKas cxeMa ¢ 00HOBJIEHHEM 0aHKOBCKHMX KapT»

MOoIlIeHHUKY Yalle CTaJld MOXUIIATh A€HbIU, MPEACTABISISICH COTPYIHUKAMHU
0aHKa U NpU3bIBasi CPOYHO OOHOBUTH MOOUIILHOE MPUIIOKEHHUE.

37M0yMBIIUJIEHHUKN 3BOHAT W TNPEACTABISIOTCS COTpYyAHMKamMHu OaHKa,
y0Oexaast yCTAaHOBUTD «IIPABUJIbHYIO BEPCUIO» MPUITOKEHHUSL.

OHM HacTauBalOT Ha HEMEJJICHHOM OOHOBJIICHMM, MHA4€ cueTa M KapTbl
KJIMEHTA MOTYT OBITh 3a0JJIOKUPOBAHBI.

3areM MOUICHHMKHM MPHUCBUIAIOT CCBUIKY JJIsi CKauMBaHHS OOHOBJICHUS,
KOTOpas BEIET Ha CIIEHHaJIbHBII pecypc.

Ilocne nepexona 3kpaH OJIOKHpYETCs, AaBas 3J0YMBIIIEHHUKAM JOCTYI K
YCTPOMCTBY, B TOM YHUCJIE B JINYHbII KAOMHET OAHKOBCKOI'O MPUIIOKEHUS.

MOIlIEHHUKHN HCTIOIB3YIOT IEPEXBAUYECHHBIE CMC-KO/IbI JJIS BBIBO/IA JCHEKHBIX
CPENICTB CO CUETA KEPTBBI.
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He mepexonuTte MO COMHHUTEIBHBIM CCHUIKAM: CKAYUBAMTE M OOHOBIISAHTE
IPIIIOKEHUS TOJIBKO Yepe3 odumuanbabie Mara3unbl - App Store wim Google Play.

He noBepsiiTe HEOXHIaHHBIM 3BOHKAM: OaHKHM HE TPOCIAT OOHOBHTH
MPUJIOKEHHE TI0 TeJIePOHY U YEPE3 MECCEHKEPHI.

[Tpu 1100BIX COMHEHUSAX MTO3BOHUTE B 0aHK MO O(PUIIMATEHOMY HOMEDY.

Ecin Bpl yxe mnepenuid 1no MNOJO3PUTENBHOM CCBUIKE, HEMEIJIEHHO
oOpaTuTech B OaHK U MOMPOCUTE BPEMEHHO 3a0JIOKMPOBATH JTUYHbIA KAOUHET.

Bynbre OnuTenbHbl K MOI0OHBIM MOMBITKAaM OOMaHa!

IIpoxypatrypa XaHTbl-MaHCHIICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi
«OCTOPOKHO, MOILIEHHUKH !»

Hecmotpst Ha MHOTOYMCIIEHHBIE MEPBI OOPbOBI C MOILIEHHUYECTBOM B CETU
WNHTepHeT, BCE ke MOSABIIAIOTCS HOBBIE CIIOCOOBI OOMaHa.

B Hacrosiee Bpemsi pacpOCTPAHSIETCS] MOILIEHHUYECKAsi CXeMa, 10 KOTOPOM
3JIOYMBIIIUICHHUKU 3BOHSAT YYEHUMKaM OT JIMLA aJIMUHUCTPALMU LIKOJIbI B LIEJIAX
"MOATBEPKIAEHUS TOCTYIIA B DJIEKTPOHHBIN KypHaN'.

3areM OOMaHHBIM MYyTEM NPECTYMHUKH MOJIY4alOT OT peOEHKa JOCTYI K
akkayHTy MOIII nnu noprairy mos.ru.

Pa3bsicHUTE AeTAM, YTO B CJIy4Yae NOCTYIVICHUS] TAKHUX 3BOHKOB CJeayeT
HEMEIJIEHHO TPEKPATUTH Pa3ropop M Ccoo0IMUTH 00 3TOM B3POCJabIM!
AJIMMHUCTpaUus LIKOJIbI HE BIIPABE 3allpallliBaTh JUYHBIEC TAHHbIC.

He no3BossiiiTe MolieHHUKaM OOMaHyTh ce0s ¥ BallIuX OJM3KUX!

«C 1 anpeast 2025 roaa BBe/leH JUMHUT HA KOJUYECTBO CUM-KapPT 1JIsl
A00HEHTOB»

®enepanbabiM 3akoHOM OT 08.08.2024 No 303-d3 BHECEHbI MU3MEHEHUS B
®enepanbhbiil 3aK0H 0T 07.07.2003 Ne 126-D3 «O cBsizu».

Tak, pusmdeckoMy JUIly MOKET OBbITh BBIACIECHO ONEpaTOpaMH MOABMKHOMN
paanoTeneoHHOW CBA3M W TPEJOCTABICHO B TOJIb30BaHWE AaOOHEHTaMH —
IOPUAWYECKAMU  JUIAMU  JTUO0 WHIUBUAYaJbHBIMUA MPEANPUHAMATENSIMHA B
COBOKYMIHOCTH He 0oJiee 20 aOOHEHTCKUX HOMEPOB.

3aKOHOM  YCTAHOBJICHBI OCOOCHHOCTH OKa3aHUsl YCIYr IOABUKHOM
paauoTreneOHHON CBSI3W MHOCTPAHHBIM TpaXkJIaHaM WJIHM JIMIaM 0e3 rpaXkJIaHCTBa,
peaycMaTPUBAIOIINE BO3MOXKHOCTD MPEIOCTABIICHUS B MOJIb30BaHus He Oosee 10
A00HEHTCKUX HOMEPOB.

Taxke Ha omepaTopoB CBS3M BO3JIAraeTcss OO0S3aHHOCTH IPOBEPATH
JIOCTOBEPHOCTh CBeJCHUN 00 aOOHEHTE M O KOPIIOPATUBHBIX IMOJIL30BATENSAX 0
HavaJia OKa3aHUsI UM YCIyT.



[IpoBepuTh KOJIMYECTBO 3aAKITFOYCHHBIX JOTOBOPOB 00 OKAa3aHUU yCIIYT CBSI3H
MOYKHO C UCIIOJIb30BAHUEM €IMHOTO MTOPTajla TOCYIApCTBEHHBIX U MYHHUIUITAIBHBIX

YCIIYT.

IIpoxypatrypa XaHuTbl-MaHCcHIICKOT0 aBTOHOMHOT0 OKpYyra-lOrpsi
«OmmbdKka B pacuere pa3Mepa MeHCHH KaK C0C00 MOIIEHHUY€CTBA)

[Toctynaer 3BOHOK $AKOOBI OT coTpyaHuka IleHcuonHoro d¢oHga ¢
COOOIIEHHMEM O BBISBICHUU B XOJI€ MPOBEPKH HMCUUCIEHHOTO pa3Mepa MEHCUU
HEYYTEHHOI'O0 TPYJIOBOIO CTa)ka M IIPEIJIOKEHHEM HalMCcaTh 3asBJICHHUE O €€
repepacuere.

[Tocne uero, sxkoObl st waeHTHPUKaUM Bac kak monywarens MEHCHUH,
npocAart cooOuuTh Ko u3 nocrynusiiero CMC-cooOieHus.

Ecnu BBIMOTHUTE MPOCKOY U COOOIIUTH KOJI, MOIIIEHHUKHU MOJTYy4YaT JOCTYIT K
JUYHBIM KaOWHETaM TpaxaaHuHa Ha cepBuce [ocycnmyr wim B OaHKe, KOTOPBIU
VICTIOJIB3YIOT B KOPBICTHBIX LIEJISX.

HckimrounTe HEMEJICHHYIO TIepenady Koza.

Jlyume ytoyHuTe (haMUIUIO, UM, OTYECTBO, IOJDKHOCTh, TOYHOE MECTO
paboThl 1 HAUMEHOBAHUE OPTaHU3ALUU 3BOHSIILETO.

IIpepBure pasrosop.

CBsbkuTEeCh ¢ HAa3BAaHHOW MM oOpraHuzainuen mo tenedoHy, Halas ero Ha
opunmanbHoM caite ConnanbHoro @onaa Poccun uinm 1o u3BeCTHOMY BaM HOMEPY
cBoero otnaeneHus GoHma U MpoBepbTe HHPOPMALIHUIO.

IIpoxypatypa XaHnTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«Ha0upaeTt 000poThI «PUIIMHD - KAK CIIOCO0 MOIIICHHHUYECTBA»

Habupaer o000poThl «(dHIIMHT» - KakK CIOCO0 MOIICHHUYECTBA,
3aKJTIOYAIONTUNACS B HAMPABICHUU TOCPEACTBOM HHTEPHET-CAHTOB, COIMAIBHBIX
CEeTeH, aipecOB AIEKTPOHHOU MOUYTHI CCHUIOK Ha Pa3IMYHBIC PECYPChl, KOTOPHIE TaK
WJTM WHAYE 3aMHTEPECOBBIBAIOT HACEIIEHUE, TTOOYKIast IEPEHTH TI0 HAM.

B mepeBose ¢ aHIHMIACKOTO «QUIIMHT» O3Ha4daeT «pbloamkay». Ho s
3JI0YMBIIUICHHUKOB TPaKJaHe HE PhIOaKH, a pbida, KOTOPYK MOXKHO IMOHWMAaTh Ha
KPIOYOK W UCITOJIB30BATh TI0 CBOEMY YCMOTPEHHUIO.

YeMm ke 3aMHTEPECOBBIBAIOT?

Hampumep, rapaHTHPYIOT MOJTyYSHUE MTPU3a OT MapKETIUICHCa UITH CKHJIKH OT
JO0OMMOTO Mara3WHa, YyBEJIMYCHHE IICHCHOHHBIX HAUWCIACHUH U APYIHX
COITMAJILHBIX BBITUIAT WIIM JIOMTOJTHUTEIBHBIN JOXO OT KaKOHW-TH00 eI TSIHbHOCTH.

IIpu mepexonme 1O CCBhUIKE, KaK IMPaBWIO, NPEJIaraloT 3aIroIHUTh
NepCOHAIBHBIC JaHHBIC, B T.4. PEKBU3UTHI OAHKOBCKHX KapT, YTO OTKpHIBACT



MOIIICHHUKAM JIOCTYII K YIPaBJICHUIO UMEIOIIMMHUCS y TpakKIaHWHAa 0aHKOBCKUMU
MPOIYKTaMU (CUETaMH, KPEIUTaMHU, UTIOTEKOH ) Wi O(pOPMHUTH UX HA HETO.

Kaxmomy mOMKHO OBITH MOHITHO, YTO TEpPENaBaTh CBOW TEPCOHATIBHBIC
JTAHHBIE HEW3BECTHBIM JIUIIAM OIACHO.

l'ocynapcTBeHHble OpraHbl M OaHKM HHUKOI/IAa HE 3alpaildBalOT TaKUe
CBEJICHUS TOCPEICTBOM MECCEHKEPOB, COLMAIBHBIX CETEH WM DJIEKTPOHHOU
MOYTHI.

Kputndecku oneHrBaiTe MOCTyNaIy0 HHOOpMaIIHIO!

IIpoxypatrypa XaHTbl-MaHCHIICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«Baumanue! PacipocTpaHeHHbIe CXeMbl MOILIEHHUY€CTBA)

DuuuHneo8ble amaxu uepes MecceHoNdcepbl U COYUAIbHbIE CemU:

* MoIeHHUKH OTHPABISIIOT COOOIIEHUSI CO CCHUIKAMHU, BEAYIIUMH Ha
CTOpOHHHUE pecypchl. UTOOBI BOCTONB30BAaThCS HMHTEpECyromell nHpopMmarmen
IpeajiaraloT BHECTH TIEpPCOHAJIbHBIC JAaHHBIC - JIOTHHBI, TapojH, JaHHBIC
OAHKOBCKOM KapThI.

Hcnonvzosanue noooenvHbix camos MapKemn.iencos:

* Co3maroTcsl KOMHMHM W3BECTHBIX HWHTEpHET-Mara3uHoB. [lokymarenu
NIEPEBOIAT IEHBI'M 32 HECYIIECTBYIONINI TOBAp U HE TIOMYYaloT 3aKas.

360HKU OM «COMPYOHUKO8 DAHKAN:

 JhxecoTpyaHUKN OaHKOB M MPaBOOXPAHUTEIBHBIX OPraHOB COOOIIAIOT O
TOJO3PUTENBHBIX  ONEpausix» W MpeajiaraloT TEepPeBeCTH JIGHbIW  Ha
«0e30IacHbBIN» CUeT.

Iloooenvubii QR-Kk00:

* MomeHHUKY pa3MemarT noaaeababie QR-KOIbI B pa3nuuHBIX MeECTax,
HampuMep, Ha TMApKOBKaX WM KBHUTAHIMAX 00 OIJIaTe YCIyr, CKaHHPOBAHUE
KOTOPBIX MOXKET TPUBECTH K YCTAHOBKE BPEIOHOCHOTO MPOTPAMMHOTO
oOecrieueHus, NN YTeUKe MePCOHABHBIX TaHHBIX.

JlooicHvle coobuenuss 0 KOMReHCayusx u GoblNIamax:

* «KepTBe» mpennaraloT KOMIEHCAIIUIO UK COIIMAIbHBIE BBIIIATHI, TPEOYs
NIpeIBaPUTEIBHBIN MJIATEXK «3a 0HOPMIICHUEY .

B3nom akkaynmos 6 coyuanvbHuix cemsx u mpebosanue 8blKyna.:

* [Toay4yuB JOCTYM K JIMYHBIM CTPaHUIIAM TOJIb30BaTeNnel ceTn « THTepHETY,
3II0YMBIIUICHHUKHA TPEOYIOT NEHbIM 3a WX BOccTaHoBlieHHe. OHAKO, BbITLIATA
JICHET HE TapaHTHPYET BOCCTAHOBIICHUE JJOCTYIA K aKKayHTaM.

Kax sawumums cebs:

* He mepexonute 1o mo03pUTEIbHBIM CCHUTKAM.

* IlpoBepsiiTe OOCTOBEPHOCTh HHGPOpPMAIMK UYepe3 OQHUIHAbHBIC
VCTOYHHKH.



» Ilpexne, yem mnpuoOpectu TOBap, yOeauTeCh, YTO HAXOAWTECh HA
opuIMaTHFHOM CaiiTe OpraHU3alMK TYTeM CIMYEHHUS BCEX 3HAKOB €ro aapeca B
Opay3epHOii CTpOKe.

* 3HAKOMBTECH C OT3bIBAMU 00 OpraHU3aIUH.

* He cooOmaiTe nIWYHBIC [JaHHBIE HE3HAKOMIIAM, KeM OBl OHH HE
pEeACTaBUIIUCH.

* Hcnonwp3yiiTe Jisl 3alMTHl  CIIOXKHBIE TMApOIM U JBYX(DAKTOPHYIO
ayTeHTU(PUKALIUIO.

* [loMHuTe, 4TO HacTosAlMEe PaOOTHUKU OAHKOB U MPABOOXPAHUTEIHHBIX
OpraHoB He MH(GOPMHUPYIOT IpakJIaH O (UHAHCOBBIX Yrpo3ax W HE Mpeaararor
NIEPEBECTH JICHBI'U Ha «OE30MaCHBINA CUET.

* 3HaiiTe, CollMalbHbIE OPTraHU3alluK HEe TPEOYIOT MPEOIIIATy 3a BHITUIATHI.

IIpoxypatypa XauTbl-MaHCcHIICKOT0 aBTOHOMHOT0 OKpYyra-lOrpsi

«He3akonnas nmepeaavda CpeacTs IJjiaTeka — NpeCTyYInJaCHUuC»

Muorum He pa3 JOBOJWIOCH BHUJETh OOBSIBICHUS WM  CIIBIIIATH
IPEAJIOKEHHSI O TTOKYIKE «IYCThIX» OAHKOBCKUX KapT, O(POPMIICHHBIX Ha ceOs ¢
nepefadenl CpeAcTB IUIaTeXka, IMO3BOJLIIOLIIUMX BOCIOJIB30BAaThCS KapTaMH, WIN
IPOCTO MPOJATh JaHHbIE COOCTBEHHOM KapThl U OAHKOBCKUX MPUIIOKEHUH.

[Iponats O0aHKOBCKYIO KapTy M CpEICTBa IUIaTeXa Ul YNPaBICHUS €10 —
daTtanpHas ommoKa.

B panpHedimieM OHM  MOIYT  MCHOJIB30BAaTbCA Ul pealv3aluu
MOILIEHHUYECKUX CXEM, B TOM YHCJIE C KpEeIUTaMH, CyOCHAUSIMHI WU MOCOOUSIMH,
BBIBOJIa TMOXHUIICHHBIX JEHET, MPOAaKM HAPKOTUKOB M Jake (DUHAHCUPOBAHUS
TEppPOpU3Ma.

JUtst 3TUX 1eneld 3J10yMBIIIJIEHHUKH TPHOOPETAIOT y OOBIYHBIX IPAXKJIaH 3a
HeOonbpIIMe J1eHbru OaHkoBckue KapTbl, [IMH-koabl, 37€KTpOHHBIE JOTUHBI U
naposu sl 0aHKOBCKUX MPUIIOKEHUHN U MHBIE CPEJICTBA JJIs IPUEMa, TIEPEBO1a UIIH
BBIJJAYM JICHEKHBIX CPEJCTB.

BonpIIMHCTBO MPOJAONIMX CPEACTBA IUIATEXKA CUUTAIOT, YTO OHM HUYETO
IIPOTUBO3aKOHHOIO HE JENAal0T, TaK KaK CaMU HUKAKUX MPECTYIUICHWM C HX
UCIIOJb30BaHUEM HE coBepuatoT. OJHAKo, COrjlacHO OaHKOBCKUM ITpaBHJIaM
I10JIB30BAThCS KAPTOM MOKET TOJBKO €€ BIAICIIELL.

B otHOomennu ¢opManabHBIX BIIaJENblIeB OaHKaMU MOTYT ObITh IPUMEHEHBI
MEpbl BHYyTPEHHETO KOHTPOJIS, O3BOJIAIOIIME OTKA3aTh B COBEPIICHUHU B TOM YHCIIE
T0OPOCOBECTHBIX OTEpaIlnid, a MOTEPIEBIITNE OT MOIEHHUYECKUX JEHCTBUN MOTYT
IPEABSIBUTh K «IPOAABLY» TPaXAAHCKUM HMCK O B3BICKAHUM HEOCHOBATEIBHOI'O
oOoraileHus, BeAb HMMEHHO Ha HEE MEPEUMCIAIOTCS IMOXMILEHHBIE IEHEXHbIE
CpEACTBa.



3a HempaBOMEpHBIH OOOpPOT CPEACTB ILIaTeXka, B T.4. MPOJAXKY KapThl,
YCTaHOBJIEHA YTOJOBHAsl OTBETCTBEHHOCTh. MakcHMajabHOE HakazaHWe - 7 JeT
JumieHust cBo0obI co mrpadom 1 MiTH. pyo.

3HaiiTe 00 3TOM M HE MOMOraiTe MPecTyNHUKAM OOMaHBbIBaTh T'paxaaH U
rocyAapcTBoO.

IIpoxkyparypa XanTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi
«Kak oTJIMYUTH NOoAAeIbHBIA CaliT»

Pacter momyJIIpHOCTH OHJIAWMH-IUIATEXKEH, a BMeCTEe C HEKW YHCJIO0
MOLIEHHUYECKUX JeHCTBUU B CETH.

OnuH W3 caMbIX PacHpOCTPAHEHHBIX BUIOB MOIIEHHHUYECTBA - CO3JaHUE
CalTOB-IBOMHUKOB.

BremHe OHM OYeHP TIOXO0XKHM Ha O(UIMAIBHBIE CalThl OaHKOB,
FOCYyJapCTBEHHBIX OPraHOB, IUIATEKHBIX CHUCTEM WM OHJIAWH-Mara3uHoB, B
T.4. BeO-CTpaHUI] MO MPOJIa’ke aBUAOUIIETOB, TYpIyTEBOK, MECT B TOCTUHHIAX U
CaHATOPHUSIX.

[{esb MOIIIEHHUKOB - OJIYYUTh JOCTYII K JIMYHBIM JAHHBIM WIH (PUHAHCOBBIM
aKKayHTaM I10Jb30BaTes e, 4TOOBI UCIIOJIH30BAaTh UX B CBOUX IIEJISX.

Yacto Takhe CauThl-IBOMHUKH HMEKOT MOXO0XHUKA C HACTOSIIUM CAUTOM
IU3aiiH U CTPYKTYPY M3JI0KEHHS MaTepuana, a TakKe MOX0KHE TOMEHHbIE UMEHA.

3HAUYUT HAZ0 HAYYUTHCS PACHO3HABATH UX.

[Ipexxne yem npuoOpecTy ToBap OHJIAMH W BBOJUTH MEPCOHATIBHBIC JaHHBIC
pOBEphTE aJpec caiiTa B BEpXHEH cTpoke Opaysepa. YOeauTech, 4YTO OH
HAYMHAETCS C aHTJIMICKUX OYKB ¥ 3HaKOB «https://» U UMeeT MUKTOTpaMMy 3aMKa,
KOTOpas TapaHTHpyeT O€30MacHyI0 nepeaady nHpopMaiuu.

. CaepbTe Kax/ablil 3HaK apeca, BO3SMOKHO OOHAPYKUTE 3aMEHY OJTHON
OYKBBI Ha JPYTYIO WJIH JOTIOJHUTENbHBIA CUMBOJL.
. OOparure BHMMaHuME Ha JAW3alH caidTa W €ro CoAep)KaHue.

[lonnenbHBI  callT, Kak TMPABUAIIO, HMEET HEKAYECTBEHHBIM JW3aH U
rpaMMaTUYeCKHEe OIIMOKU B TEKCTaX.

. Havinute B MOMCKOBBIX CHUCTEMAax, HapuMep, «AHaekcey», «I'yrin unu
Ha OQUIUATBHBIX (opyMax OT3bIBEl. OOBIYHO JIIOAU JEIATCS CBOMM OITBITOM
MOIMAaJaHusl Ha MOLIEHHUKOB Y MPEAYITPEKAAIOT O MOAJICIbHBIX CalTax.

. CpaBHUTE 1IEHBI HA TOBAP U YCJIOBUS MPOJaKu Ha HECKOJIBKUX CalTax.
CiumikoM HU3Kas IeHa -MPU3HAK, OTJIWYAOIIAA MOIIIEHHUKOB.
. [TosrydnB 3JI€KTPOHHOE MMUCHMO CO CCHUIKOM Ha CaMT, KOTOPBIN BBl HE

3HaeTe, HE NepexoAuTe IO HeW. Jlydme BpydHYyHO BBEOUTE aapec cauTa B
MIOWICKOBYIO CTPOKY Opay3sepa.

. Ecnu BeO-caliT mpeacTaBisieT cO00# OHIaH-Mara3uH Wil KOMITaHUIO,
yOeauTeCh, UTO HAa HEM MPE/ICTABICHb HAMMEHOBAHHUE IOPUAMYECKOIO JIUIA WIH
WHJMBUAYAJILHOTO TIPEANPUHUMATENS, aJIpeC PEerucTpanuu U pakTUYeCKul aapec
OpraHu3alliy, PEKBU3UTHI PACUETHOIO CUETA.



. Hacrositue caliTbl OOBIYHO WMEIOT JIOTIOJTHUTENBbHBIC (YHKIIAU
0€30MacCHOCTH, TAKME KaK BO3MOKHOCTh CO3/1aHUs MTOJIb30BAaTEIEM YUETHON 3alUCH
C JOTMHOM UM MAapOJieM, OIIMU HACTPOMKH HPUBATHOCTH, IMO3BOJSIOLIUE 331aTh
MpaBujia U OTPAHUYECHHUS U1l JOCTYIIA K IEPCOHAIBHBIM JJAHHBIM.

Pa3zymHas 0CTOPOKHOCTD €111€ HUKOMY HE ITOBpEInIIA.

IIpoxkyparypa XanTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«ITopyuyeHue pykoBoaAUTEISl KAK CIIOCO0 MOIIIEHHUYECTB)»

Momennnku B MecceHmpkepax WhatsApp, Telegram u  npyrux co3naroT
AKKayHT, BH3YaJbHO IIOXOKWHA HA AaKKAYHT PYKOBOIUTENSI W HAIPABIISIIOT
HNOJYMHEHHBIM COOOIICHUSI, HAlpUMeEp, 0 HEOOXOIUMOCTH OTBETUTH HAa 3BOHOK U3
TIOJIUIIAHN TI0 YKa3aHHOMY TeliepoHy.

[loBepuBIINK ¥ BBHIMOJHUBIINKA TOPYYEHUE Y3HAET HCTOpUI0O 00 yrpose
yTpaTbl COOCTBEHHBIX JIEHEr C MPEUIOKEHUEM NEPEBECTH MX Ha «Oe30MacHbIN
CYET», KOTOPBIN TYT K€ U HA30BYT.

Tak mDoOCTymaroT MOILIEHHUKH. 3BOHUTE pPYKOBOJWTEIO, IPOBEPSUTE
uH(OpMaIHIO.

IIpoxkyparypa XaHnTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi
«IIponaka 0aHKOBCKOI KAPThl YT0JI0OBHO HAKA3yeMa)

Muorum He pa3 JOBOJWIOCH BHUIETh OOBSIBICHUS WM  CIIBIIIATH
MIPEJIOKEHHSI O TIOKYTIKE «ITYCTBhIX» OAHKOBCKUX KapT, O(OPMIICHHBIX Ha CEOs C
nepenadeil JaHHBIX, MO3BOJISIONIMX BOCIOJB30BAaThCS WUMH WJIM MPOCTO TMPOJATh
JTAHHbIE COOCTBEHHOM KapThI.

JIisi McToNib30BaHMS KAapThl MOIICHHUKAM HEOOXOJMMO 3HaTh MHH-KOJ,
TPEX3HAYHBIA MPOBEPOUYHBINA KOJ Ha ee 000poTe, HEOOXOIUMBIN ISl COBEPIICHUS
0aHKOBCKHX OTepallnii, CPOK ee ACUCTBUS, Mapojb JUYHOTO KabWHeTa B MHTEPHET-
Oanke, nocneanue 3 wiu 4 uudpel HoMepa KapThl.

[Iponate OGaHKOBCKYIO KapTy, 3aperMCTPUPOBAHHYIO Ha CBOE€ UMS WIIA €€
JaHHbIe — (aTaybHas OIMIKOKA, MOTOMY 4YTO B JajJbHEWIIEM OHU HCIOJIBb3YIOTCS
MOIIICHHUKAMHU [IJIsl MepeBojia U OOHAIMYMBAHMS TOJYYCHHBIX KPUMHHAIbHBIM
yTEM JICHET.

Hampumep, npuoOpereHHyI0 KapTy WM €€ JaHHbIE MOIICHHUKH MOTYT
WCIIOJIb30BaTh VISl TMOJKIIOUEHUS K (DMHAHCOBOW MHUpaMHUJIE, peaTu3aliid CXeM C
KpeAuTaMu, CyOCUIUSIMU WU MOCOOMSIMHU, OOMaHa CEpBUCOB, 3a0JOKHPOBABIINX
peCTyMHUKa, 0OMaHa C 3JEKTPOHHBIMH TUIATEKaMH M CTPAXOBKaMH, MOJyYEHHUS
NIEPEBOJIOB OT JKEPTB MOIIEHHUYECKUX CXEM, BBIBOJA JCHET, YKPaJICHHBIX B
UHTEpHET-0aHKE U U3 AJIEKTPOHHBIX KOIIEIHKOB.
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Pe3ynbTaThl MPOKYpPOPCKOr0 Ha/A30pa CBUACTEIBbCTBYIOT, YTO Yallle BCEro B
HE3aKOHHBIC (DMHAHCOBBIC OICpalliM C HCIIOJIb30BaHUEM OaHKOBCKHX KapT
BOBJICKAIOTCS CTYJICHTHI PA3JINYHBIX YIeOHBIX 3aBEJCHUM.

CornacHo 0aHKOBCKUM TIpaBUJIaM TOJIb30BAaThC KAPTOW MOKET TOJBKO €€
BJIAJICJICII.

B orHomienun QopmManbHBIX BlaJeiablleB OAHKOBCKUX KapT, T.€. T€X KTO
poJiajl KapTy WUJIW €€ JJaHHbIe U peajbHO HE pacropsikaeTcs €10, OaHKaMu MOTYT
OBITh MPUMEHEHBI MEpPhl BHYTPEHHErO0 KOHTPOJISA, IO3BOJISIONINE OTKa3aTh B
COBEpIIIEHNU COOCTBEHHBIX (PMHAHCOBBIX OMEpaIlMii WK B 3aKJIFOYEHUU JIOTOBOPA
OAaHKOBCKOI'O CYETa.

3a HempaBOMEpHBIH O0OpPOT CPEACTB ILIaTeka, B T.4. MPOAAXKY KapThl,
YCTAHOBJIEHA YTOJIOBHAsi OTBETCTBEHHOCTh. MaKCHMallbHOE Haka3zaHue - 7 JeT
JuIeHus cBo6o 161 co mrpadom 1 MiH. pyo.

Kpowme Toro, noreprnesiiyie 0T MOIIEHHUYECKUX JICMCTBUI MOTYT NPEAbSIBUTH
K MpOJaBIIeMy KapTy TPaKIaHCKUM HMCK O B3bICKAHUM HEOCHOBATEIBLHOIO
obOoramieHus, Beb MMEHHO Ha HEE MEPEUYUCISIOTCS IMOXUIIECHHBIE JICHEKHbIC
CpeiACTBa.

OcreperaiiTech MOJOOHBIX CAEIOK U MPEAYNPEAUTE 00 ITOM CBOUX OJIU3KUX.

IIpoxkypatrypa XaHnTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi
«JI0KHBII 3BOHOK OT HOTAPHYCA KaK CMOCO0 MOIIEHHUYECTBA)

[Toctynaer 3BOHOK OT sIKOOBI HOTapuyca, cooOIaromero o6 ohopmMIeHUN
ceifyac Ha Ballle UMsI KpeJiuTa 1o paHee MOAMMCAHHOW TOBEPEHHOCTH.

Bo3MmyiieHHbIii aOOHEHT OTBEYAeT, YTO HHKAKHUX JIOBEPCHHOCTEH OH HE
BBIIABAJI, TIOCJIE YEro €My MpeJjiararoT MO3BOHUTH B TOJMIIMI0 U pa3o0paThCes,
TUKTYIOT HOMED TenedoHa JJIs CBSI3H.

JIEHCTBUTENBHO, MO  YKa3aHHOMY  HOMEpPY  OTBEYaeT  YEJOBEK,
NPEACTABISIONIMNCA COTPYAHUKOM TMOJUIUMA, U MPEAjiaraeT CPOYHO OMNEPEIUTh
MOIIIEHHUKOB, caMHM O(OPMUTH KpEIUT Ha ceOsi U TEepeBeCTH JCHBIM Ha
«3aIUIIECHHBIN CUET.

Te, KTO TOBEPUT U BHITIOJIHUT KOMaHIbl, CBOUMU PyKaMU MEPEBEIYT JEHbIU
MOIIICHHUKAM.

UToOBI HE TONACTh B MOJIO0OHYIO CUTYAIIUIO, 3HANTE:

- 0e3 Baliero JUYHOTO MPHUCYTCTBUS HU OJWH HACTOSIIMNA HOTApUyC HE
odopMIIsIET KaKHue-Tu00 JTOKYMEHTHI,

- «3alTUIICHHBIC WK 0€30IaCHBIC CUeTay MPUHAIC)KAT MOIIICHHUKAM;

- mo0yro uHpOpMaIi0 00 yrpo3e MOTePSATh JICHBIM WM UMYIIESCTBO HAJIO
MIPOBEPSITH.

BceTrynus B pa3roBop, yTOUHSNTE:

- (amunuro, uMs, OTYECTBO, JOJDKHOCTb, TOYHOE MECTO paldOThl U
HAaMMEHOBAHUE OPTaHU3AIINU 3BOHSIIIETO;
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- UCTOYHHMK €ro MH(OpMaluu O Bac M HAJIMYUU BalIUX MEPCOHAIBHBIX
JAHHBIX;

- B KakoM OaHke uaeT opopMIICHHE KPEIUTa U T1I€ OH HaXOJUTCH.

B ceru Wutepner Haiimute oduumaneueie caiitel MBJI, Horapuara,
banka, mpoBepbTE MO MMEIOIMKMMCS B HUX KOHTAaKTHBIM HOMEpaM IMOJYYEHHYIO
uH(pOpMAaIHIO.

IIpoxkyparypa XanTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpPyra-lOrpsi

«ITponsieHue 10roBOpa ¢ COTOBBLIM OMEPATOPOM KaK CIOCO0
MOIIIEHHUYECTBA)

OueHb MPOCTOH, HO, K COKAJICHHIO, ACHCTBEHHBIN CIIOCOO MOIIIECHHUYECTRA.

[To TenedoHy mMmOCTymaeT 3BOHOK OT SIKOOBI MpPEACTaBUTENs OIeparopa
COTOBOH CBSI3U C COOOIIEHHEM 00 OKOHYaHUU CPOKa JEHCTBHUS BAIIEro JOrOBOPa O
IPEIOCTABIECHUH YCIIYT CBA3U U HEOOXOAMMOCTH €T0 MPOJIIUTh, YTO MOXKHO C/IEJIaTh
JVCTAaHIIMOHHO, €CIIM BBl NPOJIUKTYETE Oleparopy Koxa n3 nocrynusuero CMC-
COOOIICHUH.

MHorue, He 3a1yMbIBasICh, COTJIAIIAIOTCS U TEPSIOT ACHBIH.

Ha npakrtuke mnepegaya KoJa HEW3BECTHOMY O3HA4yaeT IOJIyYEHUE
MOIIIEHHUKOM JOCTyla K BallleMy JUYHOMY KaOuHeTy Ha moptaie ['ocyciayr, 4uro
MO3BOJISIET 3aBNAJIETh OOJBIIMM OOBEMOM XPAHAILIUXCS TaM NEPCOHATBHBIX
JNAHHBIX, B T.4. IACTIOPTHBIX.

[Tocne 3Toro OH cMOXeT, HanmpuMep, OPOPMUTH Ha Bac KPEIUT, NEpeBes
JICHbI'M HA CBOM CYET WJIY MPOJATh Ballly HEIBUKUMOCTb.

[TomyuuB Takoe coOOIlIE€HHE, 3HAWTE, JOrOBOP O MPEIOCTABICHUU YCIYT
COTOBOM CBSI3M SIBJSIETCSI OECCPOUHBIM M HE TpeOyeT MpOIJICHUs, OTKAXKHUTECh OT
IIPEIOKEHHS.

[To3BOHHTE CBOEMY COTOBOMY OIIEPATOPY [0 HOMEPY Tene(doHa, yKa3aHHOMY
Ha ero ouImaILHOM caiTe, MPOBEPhTE UHPOPMAITHUIO.

IIpoxkypatrypa XaHnTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«ITonbITKa 0)OPMUTH KPEeAUT OT BALLIEr0 HMEHHM KaK CIOC00
MOIICHHUYECTBA»

OauH U3 caMbIX PAcIpPOCTPAaHEHHBIX CIOCOOOB MOIIEHHUYECTBA BBITJISIIUT
CICAYIOIUM 00pa3oMm.

[IpeacraBmsisick  sIKOOBI  COTPYIHHUKOM CITy>XKObl ~ Oe3omacHocTH  OaHKa,
LenTtpansHoro 6anka Poccun, monuuuy Ui HHOTO TOCYIAPCTBEHHOI'O OpraHa, mo
TenedoHy cooOIaroT, YTO ceiiuac MOUICHHUKH MBITAIOTCS OPOPMUTH Ha BaC KPEAUT
Y TIOXUTHTD JCHBTH.



12

UtoObl mOMEMIATh 3TOMY M MOWMaTh MOIIEHHUKOB, IIPEJIaraloT ONepPe/IUTh
UX U CPOYHO camMuM O(OPMUTH KpEAWT, TEpeBeasl MONydYCHHBIC ICHBIM Ha
«0€30MacHbBIN» WIH «3alIUIICHHBIN) CUET.

[ToBepUB U BBHITIOJIHUB MPEAJIOKEHHBIE JIEUCTBUA, B T.4. MEPEBOJ JCHET Ha
MPOIMKTOBAHHBIN cUeT, BBl CBOMMU pyKaMu OTAQIUTE UX MOIICHHUKY, TOTOMY YTO
CYET MPUHAIJICKUT EMY.

[TonyunB nomoOHy0 MHPOpPMAIUIO, YTOUHUTE (PaAMUIIHIO, UMS U OTYECTBO
TOBOPSIIIIETO, €ro JIOHDKHOCTh W OQUIMAIbHOE HAaWMMEHOBAHHME OpraHU3allvH,
KOTOPYI0O OH  TMPEACTABISIET, HAMMEHOBAaHUE  KPEIUTHOM  OpraHu3alluu,
o opMIISIOIIIEH HA BAC KPEJIUT U €€ MECTOIOJIOKEHHUE.

BrisicHuTe, 0TKy1a K HEMY MOCTYTHIIA TaKasi HHPOPMAIIHSL.

[Ipexparture pa3rosop.

B cetn naTepHeT Ha odunmansHOM caiiTe Ha3BaHHOM OpraHU3aIuy HalIuTe
KOHTaKTHBIN TeJaedOH U BBISICHUTE, pabOTaeT iU B HEH Balll cOOECETHUK, TaBaIOCh
JI1 €eMy TIOPYUYEHHUE CBSA3aThCS C BAMU U B CBSI3H C UEM.

[To3BoHUTE B CBOI OaHK 1O TenedoHy, YKa3aHHOMY Ha 0OOPOTHOW CTOPOHE
KapThl WU Ha €r0 OUIIHAIBHOM caiiTe B ceTu HTepHeT, MPOBEPhTE COXPAHHOCTh
cOepeKeHUH.

[To3BOoHUTE B yKa3aHHBIN COOECETHUKOM OaHK M MPOBEphTE HHGOPMALIUIO 00
odopMIICHUH Ha Bac KpeauTa.

[TomuuTe! baHk MOXET MHUIMUPOBATH OOIIEHHE C KIMEHTOM TOJBKO IS
KOHCYJIBTAIIMH 110 TIPESI0KEHUIO0 COOCTBEHHBIX YCIYT.

Hacrosiiye coTpyAHUKY MOMUIIMN UM UHBIX TOCYJaPCTBEHHBIX OPTaHOB HE
YIOJIHOMOYEHBI JIeNIaTh MO00HBIC MPEIIOKEHUS TpaXKaHaM 1o TeledoHy.

Uckimrounte nepegady KoMy-Iu00 MepCcoOHANIbHBIX TaHHbBIX.

IIpoxypatrypa XauTbl-MaHcHIICKOT0 aBTOHOMHOT0 OKpYyra-lOrpsi
«IlopyyeHne pykoBOAMTE/ISI KAK CIIOCO0 MOIICHHUYECTB)

Momennuku B Meccenmkepax WhatsApp, Telegram u  apyrux cosparor
AKKAyHT, BH3yaJbHO I[IOXOXMW HAa AaKKayHT pPYKOBOAUTENSA W HAIPaBISIOT
MOAYMHEHHBIM COOOIIEHHUSI, HAPUMEP, 0 HEOOXOAUMOCTH OTBETUTh Ha 3BOHOK W3
MOJIMLIUU 110 YKa3aHHOMY Telle(poHy.

[ToBepuBIIUMI ¥ BBIOJHUBIIMK MOPYYEHUE Y3HAET HCTOPHUIO 00 yrpose
yTpaTbl COOCTBEHHBIX JIEHET C MPEUIOKEHUEM TEPEeBECTH MX Ha «0Oe30MmacHbIN
CYeT», KOTOPBIU TYT )K€ U HA30BYT.

Tak mnoCTynmaroT MOIIEHHUKH. 3BOHUTE PYKOBOJUTEINIO, IPOBEPSUTE
uH(OpMAITHIO.

IIpokyparypa XanTbl-MaHCHIICKOr0 aBTOHOMHOT0 OKpyra-kOrpsl
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BHuMaHue: MOLIIEHHUKH NPUTBOPSIOTCH padoToAaTeIAMU

310yMBINIUIEHHUKH pa3MeniatoT B cetu « IHTepHeT» (anbiivBbie OOBIABICHUS
0 BakaHcuUsIX. Mcronb3yloT mpuBIeKaTeIbHbIE YCIOBUS TPY/Aa U BBICOKYIO 3apIuiary.
Hactopoxurech, eciu B 00bSIBIICHUH:

. [Togo3puTeabHO BBITOIHBIE YCIIOBUS;
. Jlerkoctb 3apaboTKa;
. Henocrarouno undgopmaiinu v 0T36IBOB 0 paboToaTele.

MoleHHUKY TPOBOJISAT coOeceI0BaHuUs 10 TeJie(OHY WM BUICO3BOHKY, UYTO

co3JaeT WUIIO3MIO0 MpaBAUBOCTH. B Oecene oHM AenaiOT BHUJ, YTO BBl —
JY4YIIAA KaHIUJIAT HA JOJKHOCTD.

KubeprnpecTynauku BeiMpamuBaOT Bamm gaHHbie macrnopra 1 CHUJIC
Oynro 0wl s opopmieHust Ha paboTy. TpeOyroT PeKBU3UTHI OAHKOBCKOM KapThl,
SIKOOBI JIJ1s1 IEPEBO/JIAa aBaHCa, 3apILIaThI.

Ha camom pgerne ux menb — YKpacTh ¢ Baiiei 0aHKOBCKOW KapThl JCHBIH.

Bam npuxoaut cmc-cooOlieHne U «paboToaTelby MPOCUT Ha3BaTh KO U3
HEro sl MOATBEPXKACHUS 3asiBKM Ha pabOTy, HO JaHHBIE KOJbI IMO3BOJISIIOT
3JI0YMBILUIEHHUKAM CJielaTh MEepeBOJl WM OIJIaTy ¢ OaHKOBCKOTO cyeTa Jn0o
MOJIyYUTh JOCTYN Ha noptai «l'ocycoyrmy.

OTHOCUTECH CKENTHUYHO K NPEMIOKEHUSIM, KOTOPbIE Ka)XyTCsl CIUIIKOM
XOpOIIUMH, 4TOOBI ObITH MpaBnoi. [IpoBepsiiTe koMmanuio padoronaTens nepen
T€M, KaK OTKJIINKHYTbCS Ha BAKaHCHIO.

He mnepenaBaiite nuuHble naHHbIE WIKM OaHKOBCKYIO HH(OpMAIU0 [0
MOJMKUCAHMS ToToBopa ¢ paboTtonarenem. He coolriaiiTe Koabl U3 cMC-COOOIIIEHUN
Y UCIIOJIb3YWUTE MPOBEPEHHBIE PECYPCHI JIJIsl TIOMCKA BaKaHCUM!

IIpokyparypa XanTbl-MaHCHIICKOr0 aBTOHOMHOT0 OKpyra-kOrpsl

«BHUMaHHe: AKTUBU3HPYIOTCH KHOEPIPECTYHUKI)

[TommynsipHbIE CXEMBI:

@elKoBbIE 3HAKOMCTBA — MOILIEHHUKM CO3JAl0T JIOXKHBIE NpOQMIn B
COLIMAJIBHBIX CETAX U HA CalTaX 3HAKOMCTB, Pa3bIIPHIBAIOT BCIIBIXHYBIIKWE YYBCTBA
Y B UTOI'€ BBIMAHUBAIOT JICHEIKHBIE CPEICTBA.

JlokHbIE CaWThl JOCTAaBKU LIBETOB U IOJAPKOB — IPENIAraroT «CKUIKU U
HKCKJIIO3MBHBIE OYKETBb», HO IIOCJE OIUIaThl 3aKa3a MpeKpauaroT OOIICHHE.
OUIIUHTOBBIE aKIMM U CKUJKUA — MPENIOKEHUS sIKOObI OT M3BECTHBIX OpPEHOB,
KOTOpBIE NPUBEIYT BAC HA CAWUTHI, MOXUIIAIOIIKWE IEPCOHAIBHBIC IJAHHBIC WIIN
pacnpoctpanstomue BpegonocHoe 110.

JlocTaBKa IIBETOB OT «HEU3BECTHOTO ITOKJIIOHHHKA», MPEIHA3HAYEHHAs IS
BBIMAHMBAHUSI CMC-KOJA U TMOJIyYEHUsI HEMMPABOMEPHOro noctyna K «l'ocycmyram»
Y UHBIM JIMYHBIM aKKayHTaM.
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EYI[BTC BHMMATCJIbHBI U OCTOpO)KHBI!

IIpoxkypatrypa XaHnTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«Kak MOIIEeHHUKH NpeaiaraloT npoaIuTh nojauc OMC»

3II0yMBIIUICHHUKH TPUAYMaI HOBYIO CXEMY MOILIEHHHYECTBA, B OCHOBHOM
JUTsl OOMaHa IEHCUOHEPOB U MHBAJIAIOB.

MOuIeHHUKU 3BOHST MOJI BUJOM COTPYJHUKOB CTPAaXOBbIX KOMIIAHUWU U
coo0IarT 0 HeoOXoaAMMOCTH NpoaieHus nonuca OMC.

JUIsi TUCTaHUMOHHOTO OOHOBJEHHUS NPENIararoT CKadaThb HPUIIOKECHHE
Mun3apaBa, KOTOpoe Ha caMoM Jiesie (elKOBOE U MO3BOISET MOJIYYUTh yAAICHHBIN
JOCTYI K cMapT(OHY, a TAK:Ke MHTEpHET-0aHKy U nopraity «['ocyciayru.

Ecim moctynun Takor 3BOHOK, HE3AMEJIMTENBHO MIPEKPAILAUTE PA3rOBOP U
NEPE3BOHUTE B CIIY KOy MOAEP>KKHU Balleil CTPaXxOBOW KOMITAHUH, YTOOBI YTOUYHUTH
BCIO HEOOXOIUMYI0 HH(OPMAIIHIO.

IIpoxypatrypa XaHTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi
«BHumanue: CxeMa MOIIEHHMYECTBA ¢ BUPTYAJbHBIM 00Pa30M KapThI»

MolieHHUKN 3BOHST YEJOBEKY MO TeledoHYy WM 4Yepe3 MECCEHIKep U
COOOMIAIOT, YTO €0 ACHEXKHBIE CPEICTBA SIKOOBI BITAKOTCS TOXUTHUTb.

JUis  pemieHuss mpoOieMbl MO «XUUIEHUIO» HEOOXOIMMO YCTAHOBHTH
¢elikoBoe nmpuinoxenue LlentpanbHoro banka Poccuiickoii @enepanuu.

3areM 3J0YMBIIUIEHHUKH TPOCAT 3alyCTUTh NPHIIOKEHUE U BBECTH KO
NOATBEPKIAEHUSI OT OaHKa sKOObI AJig aBTopu3auuu. IMEHHO Tak MOIIEHHUKHU
NOJIy4aroT HE0OXO0IUMbIE UM JaHHbIE KapThl.

[IpunoxxeHne, KOTOPOE IMPOCAT YCTAHOBUTb MOILUEHHUKH, CO3/aéT
BUPTyalbHbI 00pa3 OaHKOBCKOW KapThl KEPTBbI, KOTOPBIA 3JI0yMBIIUICHHUKU
UCTIONB3YIOT JJIl CHATHUS JCHEKHBIX CPEJICTB B OaHKOMAaTax, MOJACPHKUBAIOLINX
OECKOHTAKTHYIO TEXHOJIOTHIO.

Takum oOpa3om, BMecTO OaHKOBCKOM KapThl YEJOBEKa MOIICHHUK
PUKJIAABIBAECT K OaHKOMATy CBOM cMapTQOH.

He ckauuBaiiTe MNpHIOXKEHHUS MO TMPOCbOE HE3HAKOMBIX JIIOJEH U He
coo01IaiiTe HUKOMY CBOU ITEPCOHAJIbHBIE TaHHbIE!

IIpoxkyparypa XanTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«BauManue: MoIIeHHHYECKAs CXeMa ¢ 0OHOBJIEHUEM 0AHKOBCKHX
NPUII0KEHH I
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MonieHHUKM ~ Hayalyd  dYalle  [OXWINATh  JEHbIH, MPEJCTaBIISISACH
COTpYAHHKaMU OaHKa U MPU3BIBas CPOYHO OOHOBUTH MOOMIIBHOE TIPIIIOKEHUE.

3II0yMBIIUICHHUKA 3BOHST M NPEACTaBISIOTCS COTPYIHHKaMH OaHKa,
yOex/1asi yCTaHOBUTD «IIPABUJIBHYIO BEPCUIO» MPUIIOKEHUS.

OHu HacTauMBalOT Ha HEMEIJICHHOM OOHOBJICHMM, MHAuy€ CueTa U KapThl
KJIMEHTa MOTYT OBITh 3a0JIOKUPOBAHBI.

3aTeM MOIICHHUKH MPUCHUIAIOT CCBUIKY Il CKauuBaHUS OOHOBJICHUS,
KOTOpasi BEJIET Ha CHeIUaIbHbINA pecypc.

[Tocne mepexona 3xpaH OJIOKUpYETCs, AaBas 3J0YMBIILIEHHUKAM JOCTYI K
YCTPOMCTBY, B TOM YHUCJIE B JINYHBIN KAOMHET OAHKOBCKOTO MPUIIOKEHUS.

MOoIIeHHUKY UCTIONIB3YIOT IEPEXBAUYCHHBIE CMC-KO/IbI JJI1 BHIBO/IA JICHEKHBIX
CPEACTB CO CUETA )KEPTBHI.

He mepexonuTte MO COMHUTEIBHBIM CCHUIKAM: CKAYUBAWTE M OOHOBIISAHTE
IPUIIOKEHUS TOJIBKO uepe3 opuiimaababie Mara3unbl — App Store unu Google Play.

He noBepsiiTe HEOXUAAHHBIM 3BOHKAM: OaHKM HE MPOCSAT OOHOBISATH
MPUJIOKEHUE M0 TeJIePOHY U YEPE3 MECCEHKEPHI.

CsxuTeCh ¢ 0AHKOM CaMOCTOSATENIBHO: MPH JIFOOBIX COMHEHHUSIX TO3BOHUTE B
OaHK 1O oOQuUIMATLHOMY HOMEpPY, YKa3aHHOMY Ha Ballled KapTe Wi Ha
opuuManbHOM caiite OaHKa.

brnokupyiite nmoctyn mpu TOAO3PEHUSX: €CIUW Bbl YK€ TEepenuid 1o
M0JI03PUTENBHOM CChUIKE, HEMEUIEHHO 00paTUTECh B 0AHK U MOMPOCUTE BPEMEHHO
3a0JIOKMPOBATh JTUYHBIN KaOWHET.

beperute cBom ¢uHaHCH M OyJapTe OAUTENBHBI K MOAOOHBIM TOIBITKAM
oOmana!
IIpoxypatrypa XaHuTbl-MaHCcHIICKOT0 aBTOHOMHOT0 OKpYyra-lOrpsi

«MoueHHUKN UMUTHPYIOT CAWTHI CJIYKO 10CTABKH»

HoBasg cxema MOILIEHHUYECTBA: MOJAJEIbHbBIE YBEIOMJIEHHS OT CIIyXKO
JIOCTaBKHU. 3JIOYMBIIUICHHUKH Hadyajlu TPUTBOPATHCS MOMYJISPHBIMU CEPBUCAMHU
JIOCTaBKH, YTOOBI MOJTYUYUTh JOCTYM K BaIllUM JIMYHBIM JAHHBIM U YKPACTh JICHBIH
CO CUETOB.

CHauaza BbI MOJIy4YaeTe JI0)KHOE COOOIIEHUE O TOM, YTO Balll 3aKa3 TOTOB K
OTIPABKE, XOTS Bbl HUUETO HE 3aKa3bIBAJIH.

B nocneayromiem mpuxoIuT CMC-COOOIIEHUE C MPEITIOKEHUEM OTCIIECAUTD
MOCBUIKY, YTOOBI y3HAThH JETAIM OTHpaBieHUs. B maHHOM cOOOIIEHNN HAXOIUTCS
CCBUIKA Ha HHTEPHET-PECYPC.

He cnemmTe nepexoauTh MO CCHUIKE W3 COOOILEHHUS, MOCKOJIBKY CChLIKa
BeJIET Ha (DUITMHTOBBINM CANT, KOTOPHIA OUYEHBb TTOXO0K HA OPUITHATBHBINA CAUT CITyKO
noctaBku (CJI9K, CoepMapkeT, Annekc JlocraBka u ap.).

OpnHako, ecnu BBl TEpeHeTe MO CChUIKE, Bac OOSKYT BBECTH HOMEP
OAHKOBCKOM KapTbl, NACHOPTHBIE JaHHBIE JINOO JIOTMH U MapoJib OT OAHKOBCKOIO
MPUIIOKEHHUS.
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[TonyunB Takve qaHHBIC, MOIICHHUKH CITUCHIBAIOT BCE BAIIIM JICHBI'H CO CUETa
Ha 0AaHKOBCKHE CUETa JIPOIIICPOB.

He mepexomuTe 1m0 mOM0O3pUTEIBHBIM CCHIIKAM M3 COOOIIEHUN, OCOOEHHO
€CJIM BbI HE OJKHJIA€TE JIOCTABOK.

[TpoBepstiiTe oTrpaBUTENst COOOIIEHUH, YOSTUTECH, YTO COOOIIEHUE TTPHUIILIO
¢ ouIMaTBPHOTO HOMEpa WIIM aKKayHTa CIIYKOBbI JJOCTaBKHU.

He BBoauTe NMuHBIC AaHHBIC HA CalTaxX, MEpPEHIEAIIMX IO CCHUIKaAM W3
COOOIIEHUH.

Ecnu y Bac ecTb COMHEHUS, TO3BOHUTE B CIY)KOY MOACPKKHA OPHUITHATHEHOTO
CepBHUCa JIOCTAaBKH JIMOO BOCIOJIB3YHTECh JUYHBIM KaOWHETOM B O(HIIMAIBEHOM
IPWIOKCHUHU WIIM Ha CaliTe CITY>KOBI JOCTABKH.

B ycnoBusix pocra mojo0HBIX MPECTYIICHUH B OTHOIICHUH Tpak/iaH OyabTe
OMTENBHBI U MPETyIPEKAANTE CBOMX OJIM3KUX O HOBBIX BHJaX MOIIICHHUYECTBA!

IIpokyparypa XanTbl-MaHCHIiCKOT0 aBTOHOMHOT0 OKpyra-fOrpsi

«MomeHHMKHN U 00MaHBIBAIOT IpaxkaaH yepe3 Telegram»

MOIICHHUKH TIOJT BHUIOM CIY>KOBI MOJACPKKM MecceHmkepa Telegram
MOXUIIAIOT aKKAYHTHI TPaKIaH.

3M0yMBINIIICHHUKH MPUCHIIAIOT TpaskaHaM COOOIICHMsI, CO3AaBast ISl 3TOTO
CEKPETHBIN YaT, KOTOPBIH HENb3s YIAIUTh, C HEBO3MOXKHOCTBIO ClIelaTh CKPUHIIIOT
1100 nepecnarh COO0IIEHnEe MOJIEPATOPY .

«IIceBnonognepxka» Telegram nuieT moiap30BaTENO0 B COOOIIEHUN O TOM,
YTO MOCTYIHJI 3aMPOC HA YAAJICHUE YIETHON 3aIMMCH B MECCEHKEPE U I OTMEHBI
3ampoca HaJlo0 MEPEeUTH MO CIEeIHATIbHON CChUIKE, B MPOTUBHOM Ciydae ydu€THas
3anuch OyAeT yJajaeHa.

JlaHHas CChIIIKA B TAKOM COOOIIEHNN (DUIITUHTOBAS: BBEIS JIOTHH U MTAPOJIh OT
CBOETO aKKayHTa, TPaXJaHWH CaMOCTOSATEIBHO TMepefacT MIOCTYNl K HeMy
MOIIICHHHKAM.

Hacrosmas ciysx0a moaep KK MeCCeHKepa He CO37aeT CEKPETHBIX YaTOB.
byasTe BHUMATETHHBI!

IIpokyparypa XanTbl-MaHCHIICKOT0 aBTOHOMHOT0 OKpYyra-kOrpsl
«HoBble c1oco0bI MOIIEHHUYECTBA C UCIO0JIb30BAHUEM HCKYCCTBEHHOT 0
HHTEJJIEKTA

MolIeHHUKHT HaydYWJIMCh MOAACIIBIBATL ayAHuO- U BI/II[GOCOO6HI€HI/I$I
BJIAJICJIBICB B3JIOMAHHBIX dKKAYHTOB.
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3II0yMBIIUICHHUKH C MOMOIIBIO UCKYCCTBEHHOT'O MHTEIIJIEKTA MOA/IEJIBIBAIOT
BHUJIEO- U TOJIOCOBBIE COOOIIECHUS BIaJENblla aKKayHTa, YTOObI OT €ro HMEHU
MPOCUTH JACHEKHBIE CPEACTBA Y POJHBIX U OJU3KHUX.

[Ipu 3TOM BHMMATENIBHO U3YYalOTCS IEPENUCKH BIIaJIEIbla aKKayHTa, YTOOBI
BCE «IIPOCHOBD) UMEIH MPABAONOA00HBIN 3P PEKT.

Pacno3narbs «aundeik» MOXKHO O HEECTECTBEHHOM MOHOTOHHOW pedH
cobeceqHuka, neexkram 3ByKa U BUJICO WU HECBOMCTBEHHOW MUMHUKE.

He pearupyiite Ha Takue cOOOIIEHHS] B MECCEHXKEPAX U COLMATIBHBIX CETSX,
Nepe3BOHUTE OJM3KOMY YEJIOBEKY IO COTOBOM ceTu camocTtostenabHo. Eciu He
yAAJIOCh I03BOHUTHCS, 3aJJaliTe B COOOIIEHUH JIMYHBIM BOIIPOC, OTBET HAa KOTOPHIN
3HAET TOJIBKO Balll COOECETHUK.

He cnemnte nepeBoANTh A€HbIU!

IIpoxypatypa XauTbl-MaHCcHIICKOT0 aBTOHOMHOT0 OKpYyra-lOrpsi
«MoOLIeHHUKH MAaCcCOBO HAYAJIU B3JIaMbIBATH IOMOBbBIE YaThI»

3JI0YMBINIUICHHUKN Pa3BEUIMBAIOT B MOABE37aX OOBSIBICHUS O CO3JaHUU
HOBOT'O «JIOMOBOT0 Hata». SIkoObl B yKa3aHHOM 4YaTe MOXHO HaWTH CBEJCHUS IO
BorpocaM JKKX u o61marses ¢ cocesiMu.

KeptBa mpoxoaut mo dansimmuBomy QR-komy, ¥ J0CTYyNn K akKayHTy B
Telegram oka3bIBaeTCs B pyKax y MOIIICHHUKOB.

QR-kobl TO3BOJISIOT 3J0YMBIIUICHHUKAM MOJy4aTh JOCTYI K YYE€THBIM
3aIlMCsIM M CBSI3aHHBIM C HUMH KaHaJIaM.

ITocne ckaHMpOBaHHMS TaKOTO KoOJa VY TIIOJb30BaTeasl Ha MOOHIBLHOM
yCTpOMCTBE OTKpoeTcss Telegram ® TMOSBUTCA COOOIICHHE O TIOAKIIOYCHHUH
CTOPOHHETO ycTpolicTBa. Ecnu ycTaHoBiIeHa AByX(akTopHast ayTeHTU(PUKAIINS, TO
MECCEHIKEP 3aIPOCHUT MaPOJIb.

[Toce 3TOro 3JIOYMBINIEHHUKAM CTaHYT JOCTYIHBI BCE€ KOHTAKThl U
Nepenucka.

B nmanHOM cilydae MOIICHHUKHM PAaCCUMTHIBAIOT HA HEBHUMATEJIBHOCTH U
HEBBICOKYIO ITU(DPOBYIO TPAaMOTHOCTb I'pak/I1aH.

Jlns Toro dtoObl u30eXkaTh KpakM YYETHOM 3aluCcH, PEKOMEHIyeM
YCTAHOBUTH JBYX(PAKTOPHYIO ayTEHTH(HUKAIIMIO B MECCEHKEpPEe U BHUMATEIIHHO
MEePENPOBEPSATh PECYPCHI, KyAa ux nepenanpanigeT QR-ko.

ByabTe BHMMATEJILHBI, IPeAyNpeauTe POJAHBIX U OJIU3KHX!

IIpoxyparypa XaHuTbl-MaHCHIICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«MoneHHUKH BbIMOTal0T ACHEKHBIE CPEACTBA»

3J'IOYMBIH_U'I€HHI/IKI/I MMPpCACTABIAIOTCA HM3BCCTHBIMU 6J'IOFepaMI/I, IIO9TOMY
HCCOBCPIICHHOJICTHHUEC OOBECPAIOT MOIICHHUKAM U IICPCBOAAT ACHCIKHBIC CPEACTBA.
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MoIlIeHHUKN YacTO HCIONb3YIOT Pa3IUYHbIE METOAbl, YTOObI OOMaHYTh
JeTell M TOJIPOCTKOB, Mpearas MM <«JIOCTYID» K HIPOBBIM pecypcaMm WIId
SKCKJIFO3UBHOMY KOHTEHTY B OOMEH Ha JE€HBIH.

3amura AeTeil OT OHJIAH-MOIIIEHHUKOB CTAHOBUTCS BCe 0oJiee aKTyalbHOU
3alauenl g poauTenel, 0COOEHHO B CBETE PACTYIIEro YKCJia MOIICHHUYECKHUX
CXEM, HalpaBJIEHHbBIX Ha MOJIOJICKb B UTPAX U COLUAIBHBIX CETAX.

HeckonbKo KITI0UeBBIX MEpP, KOTOPHIE MOTYT IIOMOYb POAUTENIAM 00ECIIEUUTh
0€30MacHOCTb CBOUX JIETE B MHTEPHETE:

- OOBSICHUTE PUCKHU: POJIUTEIU AOJKHBI OOBSICHUTH JETSAM, KAKUE CXEMBI
MOIIEHHUYECTBA CYIIECTBYIOT U KaK UX PACIO3HATh.

BaxxHo, 4TOOBI J1€TH 3HAJIM, YTO HE CIIEAYEeT MEPEXOJUTh MO CChUIKAM OT
HE3HAKOMIIEB WM BBOJAMTH JIMYHBIE JAHHBIE HA MTOJO3PUTEIBHBIX CAUTaXx.

- OOcyxJaeHue OHJIaMH-aKTUBHOCTH: PEryJsipHble Oeceqpl O TOM, YTO
IPOUCXOAUT B UIPaxX U COLHUAIBHBIX CETSAX, MOMOTYT JETSIM YyBCTBOBaTh ceOs
KOM(OPTHO, AENSICh C POAUTENSIMH CBOUMH MEPEKUBAHUAMU U MTOJ03PEHHUSIMMU.

- Poputenbckuil KOHTPOJIb: YCTAHOBUTE MPOTPaMMBbl  POJUTEIBCKOIO
KOHTPOJISl, KOTOPbIE IMMOMOTYT OIPaHMYUTh JIOCTYN K HEKENaTelIbHBIM caiTaM u
OPWIOKEHUSIM. OTO TaKK€ MOXKET BKIIOYATh OrPAaHUYEHHUS HAa TOKYIKHA B
NPUIOKEHUSX.

- AntuBupycnoe I10: yOemurech, 4TO Ha BCEX YCTPONCTBAaxX YCTaHOBJIEHO
HAJe)KHOE aHTUBHPYCHOE MPOrpaMMHOE OOECIeYeHHE, KOTOPOE MOXKET 3alUTUTh
OT BPEJIOHOCHBIX MPOTPaMM U (DUILIMHTOBBIX aTaK.

- OtnenbHble OAHKOBCKHE KapThl: MPUBSDKUTE K WUIPOBBIM aKKayHTaM
OTJIeNIbHbIE OAHKOBCKUE KapThl C OFPAaHUYEHHON CyMMOM, 4TOOBI MUHUMHU3UPOBAThH
PHUCKH B ClIy4ae MOUIEHHUYECTBA.

- MOHUTOPUHT PacXo/I0B: PEryJsipHO MPOBepsANHTE OAHKOBCKHUE BBIMUCKH U
TpaH3aKIUH, YTOObI OBICTPO BBISBISATH MOJO3PUTEIBHBIC OTIEPAIIIH.

- Co3ntaHre TOBEPUTENBHBIX OTHOLIEHUI: BaXKHO, YTOOBI JI€TH 4yBCTBOBAJIH,
YTO MOTYT OOpaTUThCA K PpOAMTENSAM 32 I[OMOUIbIO, €CJIM CTOJKHYTCS C
N0JI03pUTEIBHBIMU cUTyauusiMu. [loaepxuBaiTe OTKPHITOCTh B OOIIEHUH, YTOOBI
JIETU HE OOSUTUCH JEIUTHCS CBOMMU MTpoOieMamu.

- TloompeHrue OTYETHOCTHU: TOOMIPANTE JETe coolmaTk O JIFOBIX
MOJIO3PUTENBHBIX JEHUCTBUAX WM NPEIJIOKEHUSX, KOTOpbIEe OHHM TOJYy4aroT B
UHTEpPHETE. JTO IMOMOXET MM pPa3BUTh HABBIKM KPUTHYECKOTO MBIIUICHUS U
OCTOPOKHOCTH.

- YcraHoBUTE MpaBuiia: CO3/IalTe «KOHTPAKT» C JIETbMH, B KOTOPOM OyIyT
IponucaHbl MpaBuia 0€30IaCHOrO MOBEIECHUSI B MHTEPHETE, BKIIIOUAs 3alpeThl Ha
oOIlIeHNEe ¢ HE3HAKOMIIAMU U NEPEXO0/ M0 MOA03PUTENbHBIM CChUIKAM.

OTH Mepbl MOMOTYT POIUTENSM 3allUTUTh CBOMX JETE€d OT OHJIANH-
MOILIEHHUKOB M CO3/1aTh 0€30MacHyI0 cpeay A uX Hu(poBOro B3auMOICHCTBUS.

IHpoxkypatrypa XanTbl-MaHCHICKOT0 aBTOHOMHOTI0 OKpyra-lOrpsi
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«MoOIEeHHUKH CTAJIU UCIIOJIb30BATH CaMO3aIpeT JJis1 00MaHa KuTeJiei
KOrpsp»

XKurensm FOrpsl cranu noctynaTe 3BOHKH OT SIKOOBI COTPYAHUKOB HOopTajia
I'ocycnyr, Oropo kpeautHbix uctopuid (bKN).

OHHM npemrararoT «ImoMouIb» B YCTAaHOBKE CamMO3aIlpeTa WU HCHPABICHUU
TEXHUYECKON OIIMOKM B Mpoliecce YCTaHOBKH. [[s1 3TOro Hy»XHO MeperTH 1o
HaIIPABJIEHHOW CCBUIKE.

Ccbuika, Kak PaBWIIo, BEAET HA MOAJAEIBHBIN calT ['ocyciyr.

Ecin 4esoBeK ykameT TaM JaHHBIEe /I BXOJAa HAa TIOCHOpTAJ,
MOILICHHUKH MEePexXBaTAT UX U CAMHU MONAAYT B €ro JHYHbII KaOMHeT.

«Ilomy4ynB nOCTyn K aKKayHTY 4eJOBeKa, KMOEpHpPEeCTYNHUKH HCIOJIb3YIOT
BCIO JIMUYHYIO MH(OpMAINIO, KOTOpas TaM XPaHUTCS, B JIPYTUX MOIIEHHUYECKHX
CXeMax.

B yacTHOCTH, MOryT aBTOPU30BATHCS B IMPWIOKEHUU OaHKA C MOMOILBIO
«l"ocycmyr», a 3aTeM cnMcaTh JEHBIM CO CUETOB.

Kpome Toro, mo cceuike MOXeT HaxoauTbest (aitn ¢ BupycoM. Ecim ero
CKa4aTb, TO NPECTYNHUKHU ITOJy4YaT BCE JAHHBIE C YCTPOWCTBA C CEKPETHBIMU
KOJaMM».

Hanomunaem, pabotuuku ['ocycnyr, BKHY, 6aHkoB HEe 3BOHAT rpakJaHaM 1o
IIOBOJlY «HEKOPPEKTHBIX» CaMO3aIlPETOB U HE MPUCHUIAIOT HUKAKUX CCBUIOK.

9710 IeJa10T TOJALKO0 MolneHHNKHN! Hukoraa He coodmaiire He3HAKOMIIAM
JMYHbIC JaHHbIE, JIOObIEe KOABI, MAPOJIH U He NEePeXOoJuTe MO0 CChLIKAM OT
HEM3BECTHBIX aIpPecaToB.

IIpoxyparypa XaHTbI-MaHCHICKOr0 aBTOHOMHOT0 OKpyra-kOrpsbi

«Y BacC HeNMPaBUJIbHO YCTAHOBJIEH CAMO3AMNPET HA KPeAUTHD)

He oGonuin MoIieHHUKY BHUMAaHUEM U TJIABHYIO0 aHTUMOIIIEHHUYECKYI0 MEPY
— CaMO3aMpeT Ha MOJyYEHUE KPEIUTOB.

Cuenapuil pocTOi: rpa)xAaHWHY 3BOHST OT Juua ['ocycinyr U yTOUHSIOT,
AKTUBUPOBAJ JI OH 3aIpeT.

Ecnu yenoBek oTBedaeT «Jjia», TO €eMy COOOIIAIOT, YTO 3alpeT YCTAaHOBJICH
HEBEPHO — HampuMep, paboTaeT TOIBKO JUIsl OJHOTO OAHKA WM HE OXBATHIBACT
OHJIANH-3alMBI.

Jlanbiie uayT BapUaHThL: MPEJI0KAT NPOAUKTOBATH KoA n3 CMC, BKIIOYUTH
JIEMOHCTpALIUIO PKpaHa U «UCIPABUTh» HACTPOUKHU 3ampeta Ha ['ocycmyrax, nubo
nepenTy 1o (GUIIMHTOBOM CChUTKE NIt 0(hOPMIIEHUSI HOBOTO 3aIpeTa.

IIpokyparypa XanTbl-MaHCHIICKOT0 aBTOHOMHOT0 OKpyra-kOrpsl

«IlognenabHas apeHjia cCaMOKaTOB U BEJIOCHIIEA0B»
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[losiBUNIMCH TMEpBBIE IOCTPAJABIIME OT HOBOW CXEMBI: Ha CAaMOKaThl H
BEJIOCHUIIEAbl MOIICHHUKN HaKIeUBAIOT (aybiuBbie QR-KoBbI.

Onu BenyT He B o(ULMATBHOE MPUIIOKEHUE apeHNbl, a Ha MOAJEIbHbIC
CalThl, OTKyJa cKauuBaeTcs BpenoHocHoe 110.

VY cTaHOBIEHHOE MPUIIOKEHNE MACKUPYETCs MOJT HACTOSIILEE, IIEPEXBATHIBAET
ylpaBiieHHEe Teae()OHOM WK MOIyYaeT TOCTYN K OAHKOBCKUM JIaHHBIM.

Oc00€HHO YSI3BUMBIMU CTAHOBSITCS TOJIPOCTKH, KOTOPBIE HE BCET/1a BHUKAIOT
B JIETaJIM, & XOTAT MOOBICTPEE B3SITh B APEH]Iy BEJIOCHUIIE]] UJIH CAMOKAT.

BynbTe BHUMAaTe/IbHBI, IPpeAyNpeAnTe POAHBIX U OJIU3KHX!

IIpoxypatypa XaHTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi

«3.]'[0yMI)IIII.]IeHHI/IKI/I 3BOHSAT OT HMEHHA PYKOBOJICTBA»

CnoxHble cXxeMbl HaOuUparoT OOOpOTHI: €CIU paHblI€ MOLIEHHUKH
PYKOBOJICTBOBJIUCH MMPUHIUIIAMUA MACCOBOCTH, HO MPOCTOTHI, TO TENEPb TOTOBATCS
JI0JIbIIIE U OBIOT TOYHEE.

3110yMBIIIUIEHHUKY 3BOHAT OT UMEHU PYKOBOJICTBA KOMIIAHUU M COOOIIAIOT,
YTO B OTHOILIEHUU pabOTOJATENsI TPOBOJUTCS MPOBEpPKa (HAPUMEpP, CO CTOPOHBI
[TpokypaTypsl unu Hanorooit).

MoryT naxe mpuciath «0(GUIMATBHBINY) JOKYMEHT. Bce 3T0 — moaroroBka
K CIEAYIOIIEMY 3BOHKY OT «IIPaBOOXPAHUTEIbHBIX OPTraHOB.

Janpiie B X0 WAYT CUEHApUU: NEPEBOJBI «UIsl MPOBEPKW», Mepenada
TaHHBIX OT ['ocycimyr, mocTyn K 6aHKOBCKUM MPUIIOKECHHSIM.

Lens — yOeauTh COTpYAHUKA, YTO OH IIOMOT'A€T CJIE/ICTBHIO, 8 HE CTAHOBHUTCS
COYYaCTHUKOM.

ByabTe BHUMAaTe/bHBI, IPpeAyNpeuTe POAHBIX U OJIN3KHX.

IIpoxkypatrypa XaHnTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi
«OCcTOPOKHO, HOBASI CX€MA MOIIIEHHUKOB!»

3710yMBIIIJIEHHUKH 3BOHAT YE€JIOBEKY MO BUJOM PaOOTHUKOB MOJUKIMHUKU
Y IIPEJIaratoT NpOMTH AUCIAaHCEPU3ALUIO.

3areM OHHM MPOCAT Ha3BaTh koA W3 SMS, uyToOBI 3amucaTh >KEPTBY Ha
oOcnengoBanue. Tak 3J0YMBINUIEHHHKM IIOJIY4YarOT JOCTyID K aKKayHTy Ha
«l"ocycmyrax».

3aTeM 4YEeNIOBEKY 3BOHUT JPYrOM MOUIIEHHUK, KOTOPBIM IPEICTaBISIETCS
COTPYAHHMKOM CEpBHUCa U co00IIaeT o B3ome. OH Aaet kepTBe (aJblIMBbIil HOMEp
«CIy>KObl TOJACPKKU» — YCBILISAA OJAUTENbHOCTh YEJIOBEKA, 3J0YMBIIIICHHUKU
BOJISIT €r0 MO pa3HbIM IKOOBI BEJOMCTBAM U B KOHIIE KOHIIOB JOBOJAT /10 PElKOBOTO
PochunmonuropuHra.
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Torma MOIICHHUMKH TPOCST 3alOJHHUTH 3asABICHHE M IPUKPENHUTH (POTO
O0aHKOBCKUX KapT. C HUX OHHM MOTOM KPaayT JEHbIU.

bynpre 6qurenbHbl! ! !

3anucaTbCs Ha JUCIIAHCEPU3ALMIO MOXKHO TOJBKO CaMOCTOSITEIbHO — Ha
«l"ocyciyrax» Wid B perucTpaType NOJUKINHUKH.

IIpoxkyparypa XanTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpPyra-lOrpsi

«Oco0eHHOCTH TpeaynpeKIeHsI MPeCTYIJIEHN, CBA3AHHBIX C
HCIO0JIb30BAHMEM COBPEeMEHHBIX HHPOPMAIMOHHO-TEJTeKOMMYHHUKAIIMOHHBIX
TEeXHOJOTHI»

OCHOBHBIMH  BUJAMHU TpeCcTyIUIeHMH B  cdepe  HHPOPMAIUOHHO-
TEJICKOMMYHUKAIIMOHHBIX TEXHOJOTUN SBISIOTCS JUCTAHIIMOHHBIE KPXH U
MOIIICHHHYECTBA JICHEKHBIX CPEICTB ¢ 0AHKOBCKUX CUETOB TPaXK/IaH.

CobOmtonennie  TpeOoBaHUM HMHPOPMAIIMOHHON  3alIUTBI — Haubolee
3¢ PeKTUBHBIH CITOCOO MO MPEAYTPEKACHUIO TAHHBIX BUIO0B MPECTYIUICHUH, B CBSI3U
C YeM, HeOOXOMMO PYKOBOJICTBOBATHLCS CIICAYIONIMMH MTPaBUTIAMHU:

- TpH  WUCHOJB30BaHUM VHTEpHET-pecypcoB HE TEPEXOAWTE IO
COMHUTEJIbHBIM CCBUIKaM, TMOCKOJIbKY MPECTYMHUKH CO3/Ial0T CAUTHI-ABOMHUKH,
KOTOpbIE MOTYT MOXWMTHUTH JIMYHBbIC JAaHHBIC MOJIb30BATENS, B T.4. U IJIATE)KHBIC
CBEIEHUM.

- TMPUHATH BO BHHUMAaHHWE, YTO COTPYJHUKH OaHKOB HE 3BOHAT TNIPH
COMHUTEJIbHBIX OIEpalusx, a COTPYAHUKU TPABOOXPAHUTEIBHBIX OPraHoOB HE
MIPOCAT MEPEBECTU JCHEKHBIC CPEACTBA HA O€30MACHBIN CUET.

- B ClTy4ae MOCTYIUICHHS 3BOHKOB OT JDKE-3HAKOMOTO (MJIM POJCTBEHHUKA) O
MOTIAIaHAK B TPYAHYIO XKU3HCHHYIO CHTYalldI0, MMPUHUMATh MEPHhI K IMPOBEPKE
JIOCTOBEPHOCTH MOTYyYEeHHON HH(POPMAIIUN WITH IO3BOHUTH POJICTBEHHHUKY U 33]1aTh
71000 BOMIPOC, CBSA3aHHBIN C BAIlTUM 3HAKOMCTBOM.

- OrPaHMYUTH TIOKYIKY TOBapOB dYepe3 HWHTEPHET-TUIONIAIKH depes
MIOCPETHUKOB, a B CJIydac WCIIOJIb30BaHUS IIOCICIHUX, BBIOUPATh TOJIBKO
IIPOBEPCHHBIE CEPBUCHI.

- He 1mepedaTb CBOM TEXHUYECKHE YCTpPOMCTBA HE3HAKOMBIM WM
Maj03HaKOMBIM JIMI[aM, HE COOOIIATh MApOJIM M KOJbI JOCTyHa OT OAHKOBCKHX
IPUIOKEHUH Win nopraina «l ocycmyrmy.

- HE MOJ/1aBaThCS JIOKHBIM MPU3BIBAM O TOMOIIHA HE3HAKOMBIM JIFOJISIM.

IIpoxkyparypa XanTbl-MaHCHICKOT0 aBTOHOMHOT0 OKpyra-lOrpsi



